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Abstract
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Introduction

The Microsoft® Windows® Server 2003 operating system represents a significant advancement over the Microsoft Windows 2000 family of operating systems. The Windows Server 2003 family, which includes Windows Server 2003, Standard Edition; Windows Server 2003, Enterprise Edition; and Windows Server 2003, Datacenter Edition, builds on the strengths of Windows 2000 to provide a platform that is more productive, dependable, and connected than ever before. New and improved file, print, application, Web, and communication services provide a more robust, comprehensive platform for your mission-critical business resources. Integrated features such as the Active Directory® service and enterprise-class security services allow you to provide secure yet flexible access to all the resources your users need.

Designed to be used specifically as a Web server, Windows Server 2003, Web Edition, is also available. Those desiring stand-alone Web functionality will benefit from this low-cost operating system, which is easy to deploy and manage.

The Windows Server 2003 family was designed to allow for an easy upgrade from the Windows 2000 Server family. This document provides an overview of the upgrade process and provides information on some of the basic decisions you will make during the process—whether you are upgrading an existing system or performing a new installation. This document also provides pointers to the set of documents, including Getting Started, the on-screen Help and Support Center, and the online product documentation that provide detailed instructions on moving from Windows 2000 to Windows Server 2003. 

A complete look at the improvements and new features of the Windows Server 2003 family would require a separate document, which is beyond the scope of this paper, but the advantages to upgrading can be seen with even a quick glance at the enhancements, which include:

Active Directory. The Active Directory service includes improved methods for finding and changing the location or attributes of objects, command-line tools, greater flexibility in working with the schema, application directory partitions, ability to add additional domain controllers to existing domains using backup media, universal group membership caching, and easier management. As directory-enabled applications become more prevalent, organizations can utilize the capabilities of Active Directory to manage even the most complicated enterprise network environments.

Application Services. Advances in Windows Server 2003 provide many benefits for developing applications, including simplified integration and interoperability, improved developer productivity, and increased enterprise efficiency, all of which results in lower total cost of ownership (TCO) and better performance.

Clustering Services. Installation and setup is easier and more robust in Windows Server 2003, and enhanced network features provide greater failover capabilities and high system uptime. Clustering services have become increasingly essential for organizations deploying business-critical e-commerce and line-of-business applications.

File and Print Services. Windows Server 2003 ensures higher reliability with new features such as Automated System Recovery (ASR), making it easier to recover your system, back up your files, and maintain maximum availability. A faster, more scalable file system infrastructure makes it easier to utilize, secure, and store files and other essential resources. The Volume Shadow Copy Service (VSS) provides an infrastructure for creating a point-in-time copy of a single volume or multiple volumes. Employees benefit by always being able to access the resources they need or quickly recover files without costly assistance from an IT helpdesk, and businesses benefit from reduced TCO.

Internet Information Services 6.0. With Internet Information Services 6.0 (IIS 6.0), Microsoft has completely revised the IIS architecture in the Windows Server 2003 product family to address the demanding needs of enterprise customers, Internet service providers (ISPs), and independent software vendors (ISVs).

Management Services. Easier to deploy, configure, and use, Windows Server 2003 provides centralized, customizable management services to reduce TCO.

Networking and Communications. Networking improvements and new features in Windows Server 2003 extend the versatility, manageability, and dependability of network infrastructures, expanding on the foundation established in Windows 2000 Server.

Security. The Windows Server 2003 operating system provides many important new security features and improves on the security features originally included in Windows 2000 Server, making it easier to secure a full range of devices. New security features include the IEEE 802.1X protocol, which makes it easy to secure wireless local area networks (LANs) from the threat of eavesdropping within your business environment, Encrypting File System (EFS), certificate services, and automatic smart card enrollment. 

Storage Management. Windows Server 2003 introduces new and enhanced features for storage management, making it easier and more reliable to manage and maintain disks and volumes, backup and restore data, and connect to Storage Area Networks (SANs).

Terminal Server. The Terminal Server component of Windows Server 2003 provides organizations with a more reliable, more scalable, and more manageable server-based computing platform. It offers new options for application deployment, more efficient access to data over low bandwidth, and enhances the value of legacy and new, lighter-weight devices.

Windows Media Services. Windows Media® Services is the server component of Windows Media Technologies used to distribute digital media content over corporate intranets and the Internet. In addition to traditional digital distribution services, such as File and Web services, Windows Media Services delivers the most reliable, scaleable, manageable, and economical solutions for distributing streaming audio and video.

The Windows Server 2003 family also serves as the foundation for Microsoft .NET, a set of Microsoft software technologies for connecting your world of information, people, systems, and devices. Microsoft .NET enables an unprecedented level of software integration through the use of XML Web services—small, discrete, building-block applications that connect to each other—as well as to other, larger applications—via the Internet. 

.NET-connected software from Microsoft includes a comprehensive family of products—clients that power smart devices, services, servers, and tools—designed to support XML and incorporate Internet industry standards. Development becomes easier with Microsoft Visual Studio® .NET and the Microsoft .NET Framework, which not only change the way applications can be developed but also make it possible to create new kinds of applications.

Choosing the Best Operating System 

One of the first decisions to make in preparation for the upgrade is choosing which version of Windows Server 2003 will best meet your needs. The Windows Server 2003 product family includes four versions:

· Windows Server 2003, Standard Edition. Designed for small organizations and departmental use, Standard Edition delivers intelligent file and printer sharing, secure Internet connectivity, centralized desktop application deployment, and Web solutions that connect employees, partners, and customers. Standard Edition provides high levels of dependability, scalability, and security. 

· Windows Server 2003, Enterprise Edition. Designed for medium to large businesses, Enterprise Edition is the recommended operating system for servers running applications such as networking, messaging, inventory, and customer service systems, databases, and e-commerce Web sites. Enterprise Edition delivers high reliability, performance, and superior business value. It will be available in both 32-bit and 64-bit versions.

· Windows Server 2003, Datacenter Edition. Designed for businesses that demand the highest levels of scalability, availability, and reliability, Datacenter Edition lets you deliver mission-critical solutions for databases, enterprise resource planning software, high-volume real-time transaction processing, and server consolidation. Datacenter Edition will be available in both 32-bit and 64-bit versions.

· Windows Server 2003, Web Edition. Designed for building and hosting Web applications, Web pages, and XML Web services, Web Edition delivers a single-purpose solution for Internet service providers, application developers, and others wishing only to use or deploy specific Web functionality. Web Edition takes advantage of improvements in Internet Information Services (IIS) 6.0, Microsoft ASP.NET, and the Microsoft .NET Framework. 
Upgrading to an Equivalent Operating System  

A first step in choosing the best operating system is determining the nearest equivalent to what you are now running. The Web Edition, which is ideal for rack-mounted Web support deployments, is a completely new operating system, and so it doesn’t have an equivalent in the Windows 2000 family of operating systems. The other Windows Server 2003 operating systems map directly to existing Windows 2000 operating systems, as shown in Table 1.
	Windows Server 2003 Family
	Windows 2000 Server Family

	Standard Edition
	Windows 2000 Server

	Enterprise Edition
	Windows 2000 Advanced Server

	Datacenter Edition
	Windows 2000 Datacenter Server

	Web Edition
	No Equivalent


Table 1  Upgrading to an Equivalent Operating System

Note that you can only upgrade to an equivalent or higher operating system. You can’t “downgrade” to a less powerful operating system, as some functionality might be lost in the process. This means you can’t move from Windows 2000 Server (or other server products in the Windows 2000 family) to the Windows Server 2003, Web Edition without removing the earlier operating system and performing a new installation. 

Also note that Datacenter Edition—which provides an integrated hardware, software, and service offering—is not available as an upgrade. It can be purchased through the Windows Datacenter Program and is delivered by Microsoft and qualified server vendors, such as original equipment manufacturers (OEMs).

For more information, see Windows Server 2003 Support at http://www.microsoft.com/windowsserver2003/support/ or the online Product Documentation for Windows Server 2003 at http://www.microsoft.com/windowsserver2003/proddoc/.
Verifying System Requirements and Hardware Compatibility

Before upgrading to Windows Server 2003, you will want to make sure that the computer you will be upgrading meets the recommended system requirements and that all hardware components are compatible with the operating system.

System Requirements

The most significant area of change is the recommended processor speed. While Windows 2000 required a 133 MHz or faster processor, Microsoft recommends a 550 MHz or faster processor for Standard Edition and Web Edition, and a 733 MHz or faster processor for Enterprise Edition and Datacenter Edition. Memory and disk space requirements are much the same. 

	Requirement 
	Standard Edition
	Enterprise Edition
	Datacenter Edition
	Web Edition

	Minimum CPU Speed
	133 MHz
	133 MHz for x86-based computers 

733 MHz for 64-bit, Itanium-based computers* 
	400 MHz for x86-based computers 

733 MHz for 64-bit, Itanium -based computers* 
	133 MHz

	Recommended CPU Speed
	550 MHz
	733 MHz
	733 MHz
	550 MHz

	Minimum RAM
	128 MB
	128 MB
	512 MB
	128 MB

	Recommended Minimum RAM
	256 MB
	256 MB
	1 GB
	256 MB

	Maximum RAM
	4 GB
	32 GB for x86-based computers 

64 GB for 64-bit, Itanium-based computers 
	64 GB for x86-based computers 

512 GB for 64-bit, Itanium-based computers
	2 GB

	Multi-Processor Support
	4
	Up to 8
	Minimum 8 required 

Maximum 32 for 32-bit computers 

Maximum 64 for 64-bit, Itanium-based computers
	1 or 2

	Disk Space for Setup
	1.5 GB
	1.5 GB for x86-based computers 

2 GB for 64-bit, Itanium-based computers 
	1.5 GB for x86-based computers 

2 GB for 64-bit, Itanium-based computers
	1.5 GB


*Important: The 64-bit versions of Windows Server 2003, Enterprise Edition, and Windows Server 2003, Datacenter Edition, are only compatible with 64-bit Intel Itanium-based systems. They cannot be successfully installed on 32-bit systems.

Hardware Compatibility

One of the most important steps to take before running Setup on a server is to confirm that your hardware is compatible with products in the Windows Server 2003 family. You can do this by running a pre-installation compatibility check from the Setup CD or by checking the hardware compatibility information available on the Microsoft Windows Server 2003 Web site. Also, as part of confirming hardware compatibility, check to see that you have obtained updated hardware device drivers and an updated system BIOS (or for an Itanium-based computer, an updated Extensible Firmware Interface).

If you have a mass storage controller (such as a SCSI, RAID, or Fibre Channel adapter) for your hard disk, confirm that it is compatible with products in the Windows Server 2003 family by clicking the appropriate link in Support resources.

If your controller is compatible with products in the Windows Server 2003 family, but you are aware that the manufacturer has supplied a separate driver file for use with your operating system, obtain the file (on a floppy disk) before you begin Setup. During the early part of Setup, a line at the bottom of the screen will prompt you to press F6. Further prompts will guide you in supplying the driver file to Setup so that it can gain access to the mass storage controller.

If you are not sure whether you must obtain a separate driver file from the manufacturer of your mass storage controller, you can try running Setup. If the controller is not supported by the driver files on the Setup CD, and therefore requires a driver file supplied by the hardware manufacturer, Setup stops and displays a message saying that no disk devices can be found, or displays an incomplete list of controllers. After you obtain the necessary driver file, restart Setup, and press F6 when prompted.

Regardless of whether you run a pre-installation compatibility check, Setup checks hardware and software compatibility at the beginning of an upgrade or new installation and displays a report if there are incompatibilities.

Reference Points

· For a comprehensive list of hardware and software supported by the Windows Server 2003 operating system, see the Windows Server Catalog at http://www.microsoft.com/windows/catalog/server/. 

· For more information, see Windows Server 2003 Support at http://www.microsoft.com/windowsserver2003/support/ or the online Product Documentation for Windows Server 2003 at http://www.microsoft.com/windowsserver2003/proddoc/.

Choosing to Upgrade, Perform a New Installation, or Migrate

A basic decision is whether to upgrade, perform a new installation, or migrate to a new computer. Upgrading refers to leaving the existing Windows 2000 or Windows NT® 4.0 (with Service Pack 5 or later) operating system on your computer and updating it by installing the new Windows Server 2003 operating system. A new installation refers to completely removing the previous operating system or installing a product in the Windows Server 2003 family on a volume with no previous operating system. Migrating refers to moving files from an old machine to a new one. 

Reasons to Upgrade

Especially for small organizations the ease of doing an upgrade rather than a new installation, can make sense. With an upgrade, configuration is generally simpler, and your existing users, settings, groups, rights, and permissions are retained. An upgrade also does not require you to re-install files and applications. 

As with any major changes to the hard disk, however, it is recommended that you back up the system before beginning an upgrade. 

Reference Points

If you want to upgrade and then use the same applications as before, be sure to review applications information in Relnotes.htm (in the \Docs folder on the Setup CD). Also, for the most recent information on compatible applications for products in the Windows Server 2003 family, see the software compatibility section of the Windows Server Catalog at http://www.microsoft.com/windows/catalog/server/.

Reasons to Perform a Clean Installation or Migration

There are good reasons to do a clean installation or migration rather than an upgrade—especially when dealing with large organizations. For customers looking to consolidate their existing Windows 2000 Server infrastructure using Windows Server 2003, a clean installation is the preferred route.

If you reformat your hard disk and then perform a new installation, the efficiency of your disk may improve (compared to not reformatting it). Reformatting also gives you the opportunity to modify the size or number of disk partitions, to make them match your requirements more closely. 

If you want to practice careful configuration management for a server where high availability is important, you might want to perform a new installation on that server instead of an upgrade. This is especially true on servers on which the operating system has been upgraded several times in the past. 

It is possible to install Enterprise Edition and also allow the computer to sometimes run another operating system. Setting up the computer this way, however, presents complexities because of file system issues. 

Server Roles

Computers that function as servers within a domain can have one of two roles: member server or domain controller. A server that is not in a domain is a stand-alone server. 

Member Servers

A member server is a computer that:

Runs Windows 2000 Server or a Windows Server 2003 operating system. 

Belongs to a domain. 

Is not a domain controller. 

A member server does not process account logons, participate in Active Directory replication, or store domain security policy information.

Member servers typically function as the following types of servers: file servers, application servers, database servers, Web servers, certificate servers, firewalls, and remote access servers. 

The following security-related features are common to all member servers:

Member servers adhere to Group Policy settings that are defined for the site, domain, or organizational unit. 

Access control for resources that are available on a member server. 

Member server users have assigned user rights. 

Member servers contain a local security account database, the Security Accounts Manager (SAM). 

Domain Controllers

A domain controller is a computer that:

Runs Windows 2000 Server or a Windows Server 2003 operating system. 

Stores a read-write copy of the domain database. 

Participates in multimaster replication. 

Authenticates users. 

Domain controllers store directory data and manage communication between users and domains, including user logon processes, authentication, and directory searches. Domain controllers synchronize directory data using multimaster replication, ensuring consistency of information over time. 

Active Directory supports multimaster replication of directory data between all domain controllers in a domain; however, multimaster replication is not appropriate for some directory data replication. In this case, a domain controller, called the operations master, will process data. In an Active Directory forest, there are at least five different operations master roles that are assigned to one or more domain controllers.

As the needs of your computing environment change, you might want to change the role of a server. Using the Active Directory Installation Wizard, you can promote a member server to a domain controller, or you can demote a domain controller to a member server.

Stand-Alone Servers

A stand-alone server is a computer that: 

Runs Windows 2000 Server or a Windows Server 2003 operating system. 

Is not a member of a domain. 

If a server is installed as a member of a workgroup, that server is a stand-alone server. Stand-alone servers can share resources with other computers on the network, but they do not receive any of the benefits provided by Active Directory.

For more information, see Windows Server 2003 Support at http://www.microsoft.com/windowsserver2003/support/ or the online Product Documentation for Windows Server 2003 at http://www.microsoft.com/windowsserver2003/proddoc/.

Active Directory Considerations

The Active Directory service is an essential and inseparable part of the Windows Server 2003 network architecture that provides a directory service designed for distributed networking environments. Active Directory provides a single point of management for Windows-based user accounts, clients, servers, and applications. It also helps organizations integrate systems not using Windows with Windows-based applications and Windows-compatible devices, thus consolidating directories and easing management of the entire network operating system. Companies can also use Active Directory to extend systems securely to the Internet. Active Directory thus increases the value of an organization's existing network investments and lowers the overall costs of computing by making the Windows network operating system more manageable, secure, and interoperable. 

Active Directory plays such an important role in managing the network, that as you prepare to move to Windows Server 2003, it is helpful to review the new features of the Active Directory service.

New Active Directory Features 

With the new Active Directory features in Standard Edition, Enterprise Edition, and Datacenter Edition, more efficient administration of Active Directory is available to you. 

New features can be divided into those available on any domain controller running Windows Server 2003, and those available only when all domain controllers of a domain or forest are running Windows Server 2003.

Features Available If Any Domain Controller Is Running Windows Server 2003

The following list summarizes the Active Directory features that are enabled by default on any domain controller running Windows Server 2003.

Multiple selection of user objects. Modify common attributes of multiple user objects at one time. 

Drag-and-drop functionality. Move Active Directory objects from container to container by dragging and dropping one or more objects to a desired location in the domain hierarchy. You can also add objects to group membership lists by dragging and dropping one or more objects (including other group objects) onto the target group. 

Efficient search capabilities. Search functionality is object-oriented and provides an efficient browse-less search that minimizes network traffic associated with browsing objects. 

Saved queries. Save commonly used search parameters for reuse in Active Directory Users and Computers. 

Active Directory command-line tools. Run new directory service commands for administration scenarios. 

Selective class creation. Create instances of specified classes in the base schema of a Windows Server 2003 forest. You can create instances of several common classes, including: country or region, person, organizationalPerson, groupOfNames, device, and certificationAuthority. 

InetOrgPerson class. The inetOrgPerson class has been added to the base schema as a security principal and can be used in the same manner as the user class. The userPassword attribute can also be used to set the account password. 

Application directory partitions. Configure the replication scope for application-specific data among domain controllers running Standard Edition, Enterprise Edition, and Datacenter Edition. For example, you can control the replication scope of Domain Name System (DNS) zone data stored in Active Directory so that only specific domain controllers in the forest participate in DNS zone replication. 

Add additional domain controllers to existing domains using backup media. Reduce the time it takes to add an additional domain controller in an existing domain by using backup media. 

Universal group membership caching. Prevent the need to locate a global catalog across a wide area network (WAN) during logons by storing user universal group memberships on an authenticating domain controller.
Features Available When All Domain Controllers Are Running Windows Server 2003 

New domain- or forest-wide Active Directory features can be enabled only when all domain controllers in a domain or forest are running Windows Server 2003 and the domain functionality or forest functionality has been set to Windows Server 2003.  

The following list summarizes the domain- and forest-wide Active Directory features that can be enabled when either a domain or forest functional level has been raised to Windows Server 2003.

Domain controller rename tool. Rename domain controllers without first demoting them. 

Domain rename. Rename any domain running Windows Server 2003 domain controllers. You can change the NetBIOS name or DNS name of any child, parent, tree- or forest-root domain. 

Forest trusts. Create a forest trust to extend two-way transitivity beyond the scope of a single forest to a second forest. 

Forest restructuring. Move existing domains to other locations in the domain hierarchy. 

Defunct schema objects. Deactivate unnecessary classes or attributes from the schema. 

Dynamic auxiliary classes. Provides support for dynamically linking auxiliary classes to individual objects, and not just to entire classes of objects. In addition, auxiliary classes that have been attached to an object instance can subsequently be removed from the instance. 

Global catalog replication tuning. Preserves the synchronization state of the global catalog when an administrative action results in an extension of the partial attribute set. This minimizes the work generated as a result of a partial attribute set extension by only transmitting attributes that were added. 

Replication enhancements. Linked value replication allows individual group members to be replicated across the network instead of treating the entire group membership as a single unit of replication.

Raising Domain Functional Levels

Domains can operate at three functional levels: Windows 2000 mixed, the default setting (which includes domain controllers running Windows 2000, Windows NT 4.0, and Windows Server 2003), Windows 2000 native (which includes domain controllers running Windows 2000 and Windows Server 2003), and Windows Server 2003 (which only includes domain controllers running Windows Server 2003). 

Once all domain controllers are running on Windows Server 2003, you can raise the Domain and Forest Functionality to Windows Server 2003 by opening Active Directory Domains and Trusts, right clicking the domain for which you want to raise functionality, and then clicking Raise Domain Functional Level.

Note that once you raise the domain functional level, domain controllers running earlier operating systems cannot be introduced into the domain. For example, if you raise the domain functional level to Windows Server 2003, domain controllers running Windows 2000 Server cannot be added to that domain.

The following table describes the domain-wide features that are enabled for the corresponding domain functional level:

	Domain Feature
	Windows 2000 mixed
	Windows 2000 native
	Windows Server 2003

	Domain controller rename tool 
	Disabled
	Disabled
	Enabled

	Update logon timestamp
	Disabled
	Disabled
	Enabled

	Kerberos KDC key version numbers
	Disabled
	Disabled
	Enabled

	User password on InetOrgPerson object
	Disabled
	Disabled
	Enabled

	Universal Groups
	Enabled for distribution groups. 

Disabled for security groups.
	Enabled 

Allows both security and distribution groups.
	Enabled 

Allows both security and distribution groups.

	Group Nesting
	Enabled for distribution groups. 

Disabled for security groups, except for domain local security groups that can have global groups as members.
	Enabled 

Allows full group nesting.
	Enabled 

Allows full group nesting.

	Converting Groups
	Disabled 

No group conversions allowed.
	Enabled 

Allows conversion between security groups and distribution groups.
	Enabled 

Allows conversion between security groups and distribution groups.

	 SID History
	Disabled
	Enabled 

Allows migration of security principals from one domain to another.
	Enabled 

Allows migration of security principals from one domain to another.


Table 2  Domain-wide Features Enabled for Corresponding Domain Functional Level

Raising Forest Functional Levels

Forest functionality enables features across all the domains within your forest. Two forest functional levels are available: Windows 2000 (which supports domain controllers running Windows NT 4.0, Windows 2000, and Windows Server 2003) and Windows Server 2003 (which only supports domain controllers running Windows Server 2003). If you are upgrading your first Windows NT domain so that it becomes the first domain in a new Windows Server 2003 forest, there is an additional forest functional level that you can choose called Windows Server 2003 interim. 

By default, forests operate at the Windows 2000 functional level. You can raise the forest functional level to Windows Server 2003. Once forest functional level has been raised, domain controllers running earlier operating systems cannot be introduced into the forest. 

The following table describes the forest-wide features that are enabled for the corresponding forest functional level:

	Forest Feature
	Windows 2000
	Windows Server 2003

	Global catalog replication tuning
	Disabled
	Enabled

	Defunct schema objects
	Disabled
	Enabled

	Forest trust
	Disabled
	Enabled

	Linked value replication
	Disabled
	Enabled

	Domain rename
	Disabled
	Enabled

	Improved replication algorithms
	Disabled
	Enabled

	Dynamic auxiliary classes
	Disabled
	Enabled

	InetOrgPerson objectClass change
	Disabled
	Enabled


Table 3 Forest-wide Features Enabled for Corresponding Forest Functional Level

Domain Controllers

The upgrade to Active Directory can be gradual and performed without interrupting operations. If you follow domain upgrade recommendations, it should never be necessary to take a domain offline to upgrade domain controllers, member servers, or workstations. 

In Active Directory, a domain is a collection of computer, user, and group objects defined by the administrator. These objects share a common directory database, security policies, and security relationships with other domains. A forest is a collection of one or more Active Directory domains that share the same class and attribute definitions (schema), site and replication information (configuration), and forest-wide search capabilities (global catalog). Domains in the same forest are linked with two-way, transitive trust relationships.

To prepare for upgrades in a domain containing Windows 2000 domain controllers, it is recommended that you apply Service Pack 2 or later to all domain controllers running Windows 2000.

Before upgrading a domain controller running Windows 2000 to Windows Server 2003, or installing Active Directory on the first domain controller running Windows Server 2003, ensure that your server, your forest, and your domain are ready. 

Two command-line tools are helpful in upgrading domain controllers:

Winnt32. Use Winnt32 to check the upgrade compatibility of the server.

Adprep. Use Adprep on the schema operations master to prepare the forest. Running Adprep on the schema master updates the schema, which in turn replicates to all of the other domain controllers in the forest.

Note that until you have used Adprep to prepare the forest and the domains within the forest, you cannot upgrade domain controllers running Windows 2000 to Windows Server 2003, or add domain controllers running Windows Server 2003 to Windows 2000 domains.

Reference Points

For more information on Windows Server 2003 command-line tools and on upgrading domain controllers, go to the Windows Server 2003 Support Center at http://support.microsoft.com/default.aspx?scid=fh;EN-US;winnetsvr and use the search tool.

Working with Remote Installation Services 

All editions of the Windows Server 2003 family, with the exception of the Web Edition, have Remote Installation Services (RIS), a change and configuration management feature that was also included with Windows 2000. RIS enables you to set up new client computers remotely, without the need to physically visit each client machine. You can use RIS to install operating systems on remote boot-enabled client computers by connecting the computer to the network, starting the client computer, and logging on with a valid user account.

If your network uses RIS with Windows 2000 Server, you should make the RIS server the first computer that you upgrade to Windows Server 2003. You won’t be able to use RIS later unless it is upgraded first because of design changes in the way that Active Directory performs authentication. Upgrading the RIS server to Windows Server 2003 gives it the ability to communicate with the remaining Windows 2000 domain controllers, as well as with Windows Server 2003 domain controllers.

Note that the Start menu is different for administrators on Windows Server 2003.

Deployment Resources

To deploy domain controllers running Windows Server 2003, it is recommended that you use the Windows Server 2003 Deployment Kit, which is available from the Microsoft Windows Resource Kits Web site at http://www.microsoft.com/windows/reskits/.
The online deployment kit includes case studies and the necessary information for deploying Windows Server 2003 Active Directory in networks that have domain controllers running Windows NT 4.0 or Windows 2000. 
If your network includes branch offices, see "Designing the Site Topology" available from the Microsoft Windows Resource Kits Web site at http://www.microsoft.com/windows/reskits/. This online guide helps you plan Active Directory deployment when there are branch office sites connected with slow network links.

Renaming Domain Controllers

The ability to rename domain controllers running Windows Server 2003 provides you with the flexibility to make changes in a domain whenever the need arises. Rename a domain controller to:

Restructure your network for organizational and business needs. 

Make management and administrative control easier. 

When you rename a domain controller, you must ensure that there will be no interruption in the ability of clients to locate or authenticate to the renamed domain controller, except when the domain controller is restarted. This is required for renaming the domain controller.

Another requirement for renaming a domain controller is that the domain functional level must be set to Windows Server 2003. The new name of the domain controller is automatically updated to DNS and Active Directory. Once the new name propagates to DNS and Active Directory, clients are then capable of locating and authenticating to the renamed domain controller. DNS and Active Directory replication latency may delay client ability to locate or authenticate to the renamed domain controller. The length of time this takes depends on specifics of your network and the replication topology of your particular organization.

During replication latency, clients may not be able to access the newly renamed domain controller. This might be acceptable for clients that try to locate and authenticate to a particular domain controller since other domain controllers should be available to process the authentication request.

Working with Domain Trust

All trusts within a Windows 2000 or Windows Server 2003 forest are transitive and two-way. Therefore, both domains in a trust relationship automatically trust each other. This means that if Domain A trusts Domain B and Domain B trusts Domain C, users from Domain C (when assigned the proper permissions) can access resources in Domain A.

Trust Protocols

A domain controller running Windows Server 2003 authenticates users and applications using one of two protocols: Kerberos V5 or NTLM. The Kerberos V5 protocol is the default protocol for computers running Windows 2000, Windows XP Professional, or Windows Server 2003. If any computer involved in a transaction does not support Kerberos V5, the NTLM protocol will be used.

With the Kerberos V5 protocol, the client requests a ticket from a domain controller in its account domain to the server in the trusting domain. This ticket is issued by an intermediary trusted by the client and the server. The client presents this trusted ticket to the server in the trusting domain for authentication.

When a client tries to access resources on a server in another domain using NTLM authentication, the server containing the resource must contact a domain controller in the client's account domain to verify the account credentials.

Trusted Domain Objects

Trusted domain objects (TDOs) are objects that represent each trust relationship within a particular domain. Each time a trust is established, a unique TDO is created and stored (in the SYSTEM container) in its domain. Attributes such as a trust’s transitivity, type, and its partner domain name are represented in a TDO.

Forest trust TDOs store additional attributes in order to identify all of the trusted namespaces from its partner forest. These attributes include domain tree names, UPN suffixes, SPN suffixes, and SID namespaces.

Using the Active Directory Installation Wizard

The Active Directory Installation Wizard installs and configures domain controllers, which provide network users and computers access to the Active Directory directory service. Any member server (except those with restrictive license agreements) can be promoted to domain controllers using the Active Directory Installation Wizard. When promoting member servers to domain controllers, you will define one of the following roles for the new domain controller:

New forest (also a new domain) 

New child domain 

New domain tree in an existing forest 

An additional domain controller in an existing domain 

Before using the Active Directory Installation Wizard, consider DNS configuration and support for existing applications.

DNS Configuration

By default, the Active Directory Installation Wizard attempts to locate an authoritative DNS server for the new domain from its list of configured DNS servers that will accept a dynamic update of a service (SRV) resource record. If found, all the appropriate records for the domain controller are automatically registered with the DNS server after the domain controller is restarted.

If a DNS server that can accept dynamic updates is not found, either because the DNS server does not support dynamic updates or dynamic updates are not enabled for the domain, the Active Directory Installation Wizard will take the following steps to ensure that the installation process is completed with the necessary registration of the SRV resource records:

1. The DNS service is installed on the domain controller and is automatically configured with a zone based on the Active Directory domain. 

For example, if the domain that you chose for your first domain in the forest was example.microsoft.com, a zone rooted at the DNS domain name of example.microsoft.com is added and configured to use the DNS service on the new domain controller.

2. A text file containing the appropriate DNS resource records for the domain controller is created. 

The file called Netlogon.dns is created in the %systemroot%\System32\Config folder and contains all the records needed to register the resource records of the domain controller. Netlogon.dns is used by the Net Logon service and supports Active Directory on servers running non-Windows .NET DNS.

If you are using a DNS server that supports the SRV resource record but does not support dynamic updates (such as a UNIX-based DNS server or a Windows NT DNS server), you can import the records in Netlogon.dns into the appropriate primary zone file to manually configure the primary zone on that server to support Active Directory.

If no DNS servers are available on the network, then when you promote the server to a domain controller using the Active Directory Installation Wizard, choose the option to automatically install and configure a local DNS server. The DNS server will be installed on the server where you are running the wizard, and the server's preferred DNS server setting will be configured to use the new local DNS server.

Before running the Active Directory Installation Wizard you should ensure that the authoritative DNS zone allows dynamic updates and that the DNS server hosting the zone supports the DNS service (SRV) resource record. 

Support for Existing Applications

On servers running Windows NT 4.0 and earlier, read access for user and group information is assigned to anonymous users so that existing applications, including Microsoft BackOffice®, SQL Server™, and some non-Microsoft applications, function correctly. 

In Windows 2000 and Windows Server 2003, members of the Anonymous Logon group have read access to this information only when the group is added to the Pre-Windows 2000 Compatible Access group.

Using the Active Directory Installation Wizard, you can choose if you want the Anonymous Logon group and the Everyone security groups to be added to the Pre-Windows 2000 Compatible Access group by selecting the Permissions compatible with pre-Windows 2000 server operating systems option. To prevent members of the Anonymous Logon group from gaining read access to user and group information, choose the Permissions compatible only with Windows Server 2003 operating systems option.

When upgrading a domain controller from Windows 2000 to Windows Server 2003, if the Everyone security group is already a member of the pre-Windows 2000 Compatible Access security group (indicating backward compatibility settings), the Anonymous Logon security group will be added as a member of the pre-Windows 2000 Compatible Access security group during the upgrade.

You can manually switch between the backward compatible and high-security settings on Active Directory objects by adding the Anonymous Logon security group to the pre-Windows 2000 Compatible Access security group using Active Directory Users and Computers. 

Note that if you select the Permissions compatible only with Windows Server 2003 operating systems option while promoting a domain controller and you find that your applications are not functioning correctly, try resolving the problem by manually adding the special group Everyone to the Pre-Windows 2000 Compatible Access security group and restarting the domain controllers in the domain. Once you have upgraded to applications compatible with Windows Server 2003, you should return to the more secure Windows Server 2003 configuration by removing the Everyone group from the Pre-Windows 2000 Compatible Access security group and restarting the domain controllers in the affected domain.

Best Practices for Active Directory

Listed below is a set of best practices to use when setting up and working with Active Directory:

As a security best practice, it is recommended that you do not log on to your computer with administrative credentials. When you are logged on to your computer without administrative credentials, you can use ‘Run as’ to accomplish administrative tasks. For more information, see “Why You Should Not Run Your Computer as an Administrator” and “Using Run As” in the product documentation.

To further secure Active Directory, it is recommended that you implement the following security guidelines: 

· Rename or disable the Administrator account (and guest account) in each domain to prevent attacks on your domains. For more information, see “User and Computer Accounts” in the product documentation. 

· Physically secure all domain controllers in a locked room. For more information, see “Domain Controllers and Securing Active Directory” in the product documentation. 

· Manage the security relationship between two forests and simplify security administration and authentication across forests. For more information, see “Forest Trusts” in the product documentation. 

· To provide additional protection for the Active Directory schema, remove all users from the Schema Admins group and add a user to the group only when schema changes need to be made. Once the change has been made, remove the user from the group. 

· Restrict user, group, and computer access to shared resources and to filter Group Policy settings. For more information, see “Security Groups” in the product documentation. 

· By default, all traffic on Active Directory administration tools is signed and encrypted while in transit on the network. Do not disable this feature. For more information, see “Managing Active Directory from MMC” in the product documentation. 

· Some default user rights assigned to specific default groups may allow members of those groups to gain additional rights in the domain, including administrative rights. Therefore, your organization must equally trust all personnel that are members of the Enterprise Admins, Domain Admins, Account Operators, Server Operators, Print Operators, and Backup Operators groups. For more information about these groups, see “Default Groups” in the product documentation. 
For general security information about Active Directory, see “Security Overview for Active Directory” and “Securing Active Directory” in the product documentation.

Establish as a site every geographic area that requires fast access to the latest directory information.
Establishing areas that require immediate access to up-to-date Active Directory information as separate sites will provide the resources required to meet your needs. For more information, see “To Create a Site” in the product documentation.

Place at least one domain controller in every site, and make at least one domain controller in each site a global catalog. Sites that do not have their own domain controllers and at least one global catalog are dependent on other sites for directory information and are less efficient. For more information, see “To Enable or Disable a Global Catalog” in the product documentation.

Leave all site links bridged and leave site link connection schedules unrestricted. Bridging all site links maximizes replication links between sites and prevents the need to create site link bridges manually. Leaving site link connection schedules unrestricted eliminates connection-scheduling conflicts that might prevent replication. By default, all site links are bridged, and site link connection schedules are unrestricted. For more information, see “To Enable or Disable Site Link Bridges” and “To Configure Site Link Connection Availability” in the product documentation.

Establish a preferred bridgehead server if you are using a firewall or if you want to dedicate a computer to intersite replication. A bridgehead server serves as a proxy for communications with other sites outside of a firewall. All sites must be associated with at least one subnet and in at least one site link, or they will not be usable. For more information, see “To Associate a Subnet with a Site” and “To Add a Site to a Site Link” in the product documentation.

Perform regular backups of domain controllers in order to preserve all trust relationships within that domain. For more information, see “Domain Controllers” in the product documentation.

Application Compatibility

The deployment of an operating system in any organization is a very large project. Application compatibility with the new operating system is one of the most critical steps in the testing and planning phases of a successful deployment. This entails verifying that all existing software and any planned software will function correctly on the new operating system at least as well as it did on the old operating system.

The Application Compatibility Toolkit (ACT) contains several tools that will help make this process easier to manage. The ACT provides tools to test applications both during the development phase and during deployments. It also provides tools that will enable you to gather data about the applications installed on every Windows computer in the network and to package the necessary compatibility fixes for each of those computers. Tools included in the ACT include:

Compatibility Analyzer. This is a tool for gathering information about every program installed in your network. The analyzer can be used to automate the process of creating an inventory of software used in your enterprise.

Application Verifier. This tool will assist developers when looking for possible compatibility issues with a new application. It is also possible for information technology (IT) professionals to use this tool to determine if a proposed software package has any common compatibility issues.

Compatibility Administrator. This tool is used to determine the necessary compatibility fixes to support an application on Windows. The tool can also package the fixes into a custom compatibility database that can then be distributed to computers on the network.

Using the Compatibility Analyzer 

The Compatibility Analyzer tool collects application information from computers, along with identifying machine information, and writes it to log files in XML format. The Compatibility Analyzer then consolidates the log files into a database in a central location from where you can analyze the applications for compatibility status as well as review reports.

The Compatibility Analyzer consists of three distinct portions:

Collector. The Collector is the first portion to run. The Collector is a command-line tool that runs quietly in the background without interrupting the user while it collects data about every application on the computer. It then records the data in a log file in a specified location. (It defaults to the user’s desktop but may be directed to a network share for central collection.)

Merger. The Merger (Merger.exe) combines the various collected log files into a single database file. By default, the Merger enters the data into a Microsoft Access database file (.MDB), but the logs can also be sent to a SQL database.

Analyzer. The Analyzer is the graphical work space for viewing the collected data and generating meaningful reports from the data.

Using the Application Verifier

Testing applications for compatibility with any operating system can be a very complicated process. Fortunately, the Application Verifier (AppVerifier) tool developed by the Windows Application and Customer Experience group at Microsoft can assist with this task. AppVerifier encompasses several tools that are specifically designed to test for commonly encountered application compatibility issues and some very subtle kernel issues. These tests can also reveal compatibility issues related to the requirements found in the Designed for Windows® XP Application Specification.

AppVerifier is a useful tool for identifying some of the common security issues that applications may create in the Windows operating system, such as writing information to incorrect locations within the registry or the file system where a malicious program could modify it. Using AppVerifier will not prevent every possible security or compatibility issue, but it does provide an opportunity to avoid and correct the most commonly identified problems.

Using the Compatibility Administrator

The Compatibility Administrator tool can be used to identify and resolve compatibility issues. This tool is used to identify file matching information in order to uniquely identify an application. Then the tool is used to create a list of compatibility fixes to resolve the compatibility issues encountered by that application when running on Windows. These compatibility fixes are stored in a database file that can be distributed to client computers to support the application across an entire organization.

Compatibility Administrator can be a useful tool during the latter portions of your testing schedule. This tool will not help you automate your software testing, nor will it find compatibility issues in your programs. Compatibility Administrator helps identify possible solutions to the compatibility issues raised by your software testing.

As the testing process identifies areas of concern with the current or planned applications in your organization, Compatibility Administrator can be used to identify possible solutions for those issues. Consider the following example:

Application: MyApp16, a 16-bit Windows application used for entering customer service call data and for tracking incidents.

Business Impact: Daily use application. Used by the customer service department to handle all incoming customer call data. Can tolerate some downtime but is important to the daily work flow.

Compatibility Issue: MyApp16 was designed to run on Windows 3.1. It performed adequately when the organization upgraded to Windows 95 but does not run at all on Windows XP Professional.
With an example application like MyApp16, it might be tempting to recommend upgrading to a newer, 32-bit application that would accomplish the same tasks. Imagine, however, that the budget constraints for the planned deployment of Windows XP Professional to all desktops in the organization preclude the simultaneous upgrade of the customer service application. The task then becomes finding a solution that will enable the application to function on Windows XP.

Compatibility Administrator can be used to test possible solutions for the problems this application encounters on Windows XP.

Summary

The Windows Server 2003 family of operating systems provides significant enhancements over the Windows 2000 family of server products. Windows Server 2003 was designed to make it easy to upgrade from Windows 2000.

One of the first decisions to make in preparation for the upgrade is choosing which edition of Microsoft Windows Server 2003 to use: 

· Windows Server 2003, Standard Edition. Designed for small organizations and departmental use, Standard Edition delivers intelligent file and printer sharing, secure Internet connectivity, centralized desktop application deployment, and Web solutions that connect employees, partners, and customers. Standard Edition provides high levels of dependability, scalability, and security. 

· Windows Server 2003, Enterprise Edition. Designed for medium to large businesses, Enterprise Edition is the recommended operating system for servers running applications such as networking, messaging, inventory, and customer service systems, databases, and e-commerce Web sites. Enterprise Edition delivers high reliability, performance, and superior business value. It will be available in both 32-bit and 64-bit versions.

· Windows Server 2003, Datacenter Edition. Designed for businesses that demand the highest levels of scalability, availability, and reliability, Datacenter Edition lets you deliver mission-critical solutions for databases, enterprise resource planning software, high-volume real-time transaction processing, and server consolidation. Datacenter Edition will be available in both 32-bit and 64-bit versions.

· Windows Server 2003, Web Edition. Designed for building and hosting Web applications, Web pages, and XML Web services, Web Edition delivers a single-purpose solution for Internet service providers, application developers, and others wishing only to use or deploy specific Web functionality. Web Edition takes advantage of improvements in Internet Information Services (IIS) 6.0, Microsoft ASP.NET, and the Microsoft .NET Framework. 

A second decision point is whether to upgrade--copying the new system onto the existing system--or to perform a new installation or migration. 

Active Directory becomes an even more powerful administrative resource with Windows Server 2003 and can be deployed in either homogenous Windows Server 2003 environments or heterogeneous environments including Windows 2000 and Windows NT® Server 4.0 domains. The Active Directory Installation Wizard simplifies deployments. 

The Application Compatibility Toolkit (ACT) eases the process of verifying whether existing applications will continue to work with the new operating system.

Microsoft has worked to make upgrading as easy as possible, so organizations can more readily enjoy the benefits of the Windows Server 2003 family of operating systems.

Related Links

See the following resources for further information:

Using the Application Compatibility Toolkit at http://www.microsoft.com/windowsserver2003/compatible/appcompat/. 

· Top 10 Features for Organizations Upgrading from Windows 2000 Server at http://www.microsoft.com/windowsserver2003/evaluation/whyupgrade/top10w2k/.

Top 10 Features for Organizations Upgrading from Windows NT® Server 4.0 at http://www.microsoft.com/windowsserver2003/evaluation/whyupgrade/top10nt/.

Product Documentation for Windows Server 2003 at http://www.microsoft.com/windowsserver2003/proddoc/.

For the latest information about Windows Server 2003, see the Windows Server 2003 Web site at http://www.microsoft.com/windowsserver2003/.


