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Appendix A: Differences Between Microsoft® Windows Server™ 2003 and Microsoft Windows® 2000

This appendix explains the differences in systems administration tasks performed in Microsoft® Windows Server™ 2003 and Microsoft Windows® 2000.
The Windows Server 2003 Environment

The Manager Your Server tool in Windows Server 2003 replaces the Configure Your Server tool in Windows 2000 and adds more functionality. You can add and remove the following roles by using the Manage Your Server tool:

· File server role  

· Print server role  

· Application server role  

· Mail server role  

· Terminal server role  

· Remote access/VPN server role  

· Domain controller role  

· DNS server role  

· DHCP server role

· Streaming media server role  

· WINS server role

New to Windows Server 2003:

· Clicking Add or remove a role steps you through a series of wizards prompting you for configuration settings. The tool then configures the server with that role by installing the required components. This provides a complete installation of the role rather than just providing instructions, as often occurred with Windows 2000.

· When a server is configured to perform a role, such as print server or domain controller, Manage Your Server displays those roles in a list regardless of whether the wizard was used to configure them or they were manually configured. By clicking on a role in the list, you can make further configuration changes and view comprehensive help.

· Manage Your Server also provides a central location for performing daily administrative tasks by providing links to administrative tools, help and support, and Windows Update.

Installing and Configuring Administrative Tools
Common administrative tools are installed on all servers running Windows Server 2003. To install additional administrative tools on Microsoft Windows XP or install additional tools on Windows Server 2003, run Adminpak.msi from the Windows Server 2003 CD.

New to Windows Server 2003:

If the administrative tools are not displayed on the Start menu, then perform the following steps:

1. Right-click the taskbar and then click Properties. 
2. In the Taskbar and Start Menu Properties dialog box, on the Start Menu tab, next to the Start menu, click Customize. 
3. In the Customize Start Menu dialog box, on the Advanced tab, in the Start menu items box, under System Administrative Tools, click either Display On the All Programs Menu or Display On the All Programs Menu and the Start Menu.

4. Click OK twice. 
Creating an Organizational Unit

You create organizational units with Windows Server 2003 by using the same methods as in Windows 2000. In Windows Server 2003, use Active Directory Users and Computers to create organizational units.

You can also add organizational units by using the dsadd command. To view the syntax of the dsadd command for creating an organizational unit, type dsadd ou /? at the command prompt.

Moving Domain Objects
You move objects within the domain by using the same methods as in Windows 2000. However, Windows Server 2003 also provides drag-and-drop functionality for moving single or multiple objects between containers within the domain.

Managing Users, Computers, and Groups 
Managing user and computer accounts in Windows Server 2003 is similar to managing user and computer accounts in Windows 2000. Additionally, Windows Server 2003 provides:

· The command-line tool dsmod for modifying object properties.

· The command-line tool dsquery for searching for objects in the Microsoft Active Directory® directory service.
· Saved queries in Active Directory Users and Computers.

Creating User Accounts
Creating user accounts with Windows Server 2003 is the same as in Windows 2000. In Windows Server 2003, you use Local Users and Groups in Computer Management to create and manage local user accounts. You create and manage domain users by using Active Directory Users and Computers. 
There are the following four built-in local accounts. HelpAssistant and Support_388945a0 are new to Windows XP.

· Administrator

· Guest

· HelpAssistant

· Support_388945a0

New to Windows Server 2003:
· In Windows Server 2003, the HelpAssistant account is only created when Remote Assistance is requested and is removed when no Remote Assistance requests are pending. The account name is in the format HelpAssistant_hhhhhh (where h is a hex digit). The account is managed by the Remote Desktop Help Session Manager.
· The Support_388945a0 account is used to control access to signed scripts that are accessible from within Help and Support Services. Administrators can use this account to delegate the ability of an ordinary user, who does not have administrative access over a computer, to run signed scripts from links embedded within Help and Support Services. These scripts can be programmed to use the Support_388945a0 account credentials instead of the user’s credentials to perform specific administrative operations on the local computer that otherwise the ordinary user’s account does not support.
· A command-line tool dsadd is installed by default on Windows Server 2003 servers. You can use this tool to add the following specific types of objects to Active Directory: computers, contacts, groups, organizational units, users, and quotas. To view the syntax of the dsadd command for creating a user account, type dsadd user /? at the command prompt.

Creating Computer Accounts
Creating computer accounts with Windows Server 2003 is performed in the same manner as in Windows 2000. In Windows Server 2003, use Active Directory Users and Computers to create computer accounts. 

As in Windows 2000, a user account may add up to 10 computer accounts by default.

New to Windows Server 2003:

· In Windows Server 2003, there is the additional functionality of specifying that the computer is a backup domain controller (BDC). This should be used when adding Microsoft Windows NT® version 4.0 BDCs to a mixed-mode domain.

· When adding a computer by using Active Directory Users and Computers, you are prompted with the Managed dialog box and given the opportunity to add the globally unique identifier (GUID)/universally unique identifier (UUID) of the computer for Remote Installation Services (RIS) prestaged installations. Selecting This is a managed computer enables you to enter the GUID/UUID.

· You can also add computers by using the dsadd command. To view the syntax of the dsadd command for creating a computer account, type dsadd computer /? at the command prompt.

Modifying User and Computer Account Properties
You can modify computer and user account properties by using the command line-tool dsmod. To view the syntax of the dsmod command for modifying accounts, type dsmod computer /? or dsmod user /? at the command prompt.

Locating User and Computer Accounts in Active Directory
You search for objects in Active Directory by using the same methods as in Windows 2000. Use the Find objects in Active Directory toolbar button in Active Directory Users and Computers. Windows Server 2003 provides an additional Common Queries option in the Find box that enables you to easily search for: 

· User and computer accounts that are disabled.

· User accounts with passwords that do not expire.

· User accounts that have not logged on for a certain period of time (e.g. 60 days).

You can also search for objects in Active Directory by using the tool dsquery. To view the syntax of the dsquery command, type dsquery /? at the command prompt.

Saving Queries
New to Windows Server 2003:

Saved queries are a new feature of Windows Server 2003 Active Directory Users and Computers.

Active Directory Users and Computers provides a Saved Queries folder in which you can create, edit, save, and organize saved queries. 

All queries located in the Saved Queries folder are stored in Active Directory Users and Computers (dsa.msc). After you successfully create a customized set of queries, you can copy the .msc file to Windows Server 2003 domain controllers that are located in the same domain and use the same set of saved queries. You can also export saved queries to an .xml file and import them into other Active Directory User and Computer consoles located on Windows Server 2003 domain controllers that are in the same domain.

Managing Groups 

Windows Server 2003 uses the same group types and scopes as Windows 2000. How groups behave depends upon the domain functional level. Windows Server 2003 introduces two new domain functional levels.

Managing groups with Windows Server 2003 is similar to managing groups in Windows 2000. Additionally, Windows Server 2003 provides the command-line tools dsadd group and dsget for managing group memberships. There is also a new dialog box in Active Directory Users and Computers for adding members to groups, which is far more efficient in domains with a large number of objects.
When you assign a manager to a group, you can now enable that manager to manage group membership. You can also now add computer accounts to a local or domain group from Local Users and Groups.
The Anonymous Logon group is no longer a member of the Everyone group. This change affects anonymous users attempting to access resources hosted on computers running Windows XP Professional and members of the Windows Server 2003 family.

Creating Groups
What Are Domain Functional Levels?

The characteristics of groups in Active Directory depend upon the domain functional level. 

New to Windows Server 2003:
· Windows Server 2003 introduces the following new domain functional levels:

· Windows Server 2003 Interim

· Windows Server 2003

· The following table lists the four possible domain functional levels and the security group scopes that they support.

	Domain functional levels
	
Domain controllers supported
	Security Group scopes supported

	

	Windows 2000 mixed (default)
	Windows NT Server 4.0, 
Windows 2000, 
Windows Server 2003
	Global, domain local

	Windows 2000 native
	Windows 2000, Windows Server 2003
	Global, universal, domain local

	Windows Server 2003 Interim
	Windows NT Server 4.0, 
Microsoft Windows Server 2003
	Global, domain local 

	Windows Server 2003
	Windows Server 2003
	Global, universal, domain local


You create groups in the same way as in Windows 2000, by using Active Directory Users and Computers.

New to Windows Server 2003:

· You can also add groups by using the dsadd command. To view the syntax of the dsadd command for creating a group account, type dsadd group /? at the command prompt.

· You can delete groups by using the dsrm command. To view the syntax of the dsrm command for deleting directory objects, type dsrm  /? at the command prompt.

Managing Group Membership
New to Windows Server 2003:

You can determine the groups that a user is a member of by using the dsget command. To view the syntax of the dsget command, type dsget user /? at the command prompt.
How to Add and Remove Members from a Group

New to Windows Server 2003:

· When adding members to a group, Windows Server 2003 provides a new dialog box for selecting users, contacts, or computers. The new dialog box enables you to create a comprehensive search that returns a limited set of objects from which you select the objects you wish to add to the group. This new dialog box is more efficient than that in Windows 2000, because it does not load a list of all objects in the directory or domain for you to select from. 

· Windows Server 2003 enables you to add computer accounts to a local or domain group from Local Users and Groups. This aids administration of the Terminal Services Session Directory service. 
An IT administrator of a terminal server can use this feature to specify computers as an object to be added to a local or domain group. The IT administrator is required to specify all computer accounts that have permission to access the Session Directory by using this feature. 
Note that the Session Directory Computers group includes the Domain Computers group by default. Run the Computer Management tool (compmgmt.msc) and open the Local Users and Groups tool with this snap-in. Open the Properties dialog box for a group, and then click Add. In the Select Users, Computers, or Groups dialog box, click Object Types, and then click Computers.

Strategies for Using Groups
The strategies for using groups in Windows Server 2003 and group nesting are the same as in Windows 2000. 

New to Windows Server 2003:

· The rules for group nesting in Windows Server 2003 Interim domain functional level domains are the same as Windows 2000 mixed mode domains.

· The rules for group nesting in Windows Server 2003 domain functional level domains are the same as Windows 2000 native mode domains.

Modifying Groups
How to Change the Scope or Type of a Group Using Default Groups
The rules for changing group scopes and types are the same as in Windows 2000.

New to Windows Server 2003:

· The rules for changing group scope and type in Windows Server 2003 Interim domain functional level domains is the same as Windows 2000 mixed mode domains.

· The rules for changing group scope and type in Windows Server 2003 domain functional level domains is the same as Windows 2000 native mode domains.

How to Assign a Manager to a Group

You assign group managers on the Managed By tab of the Properties dialog box for the group, which is the same method used in Windows 2000.

New to Windows Server 2003:

Windows Server 2003 provides the Manager can update membership list check box. Selecting this check box enables the group manager to modify the membership of the group by giving the manager the Write Members permission for the group.

Default Groups on Member Servers

New to Windows Server 2003:

The following default local groups are new to Windows Server 2003 member servers. Other local groups, such as WINS users, IIS_WPG, and DHCP Administrators, may appear on member servers depending upon what extra services are installed on the server.

	Group
	Description

	

	Network Configuration Operators
	Members of the Network Configuration Operators group can make changes to TCP/IP settings and renew and release TCP/IP addresses. This group has no default members.

	Performance Log Users
	Members of the Performance Log Users group can manage performance counters, logs, and alerts on the server locally and from remote clients without being a member of the Administrators group.

	Performance Monitor Users
	Members of the Performance Monitor Users group can monitor performance counters on the server locally and from remote clients without being a member of the Administrators or Performance Log Users groups.

	Remote Desktop Users
	Members of the Remote Desktop Users group can remotely log on to a server.

	HelpServicesGroup
	Members of the HelpServicesGroup group allow administrators to set rights common to all support applications. By default, the only group member is the account associated with Microsoft support applications, such as Remote Assistance. Do not add users to this group.


Default Groups in Active Directory

New to Windows Server 2003:
The following groups are new to Windows Server 2003 Active Directory.

	Group
	Description

	

	Incoming Forest Trust Builders
	Members of the Incoming Forest Trust Builders group (only appears in the forest root domain) can create one-way, incoming forest trusts to the forest root domain. For example, members of this group residing in Forest A can create a one-way, incoming forest trust from Forest B. This one-way, incoming forest trust enables users in Forest A to access resources located in Forest B. Members of this group are granted the permission Create Inbound Forest Trust on the forest root domain. This group has no default members.

	Windows Authorization Access Group
	Members of this group have access to the computed tokenGroupsGlobalAndUniversal attribute on User objects.


System Groups
New to Windows Server 2003:

The Anonymous Logon group is no longer a member of the Everyone group. 

· This change affects anonymous users attempting to access resources hosted on computers running Windows XP Professional and members of the Windows Server 2003 family.

· Anyone who accesses a computer and its resources through the network without an account name, password, or domain is a member of the Anonymous Logon built-in security group. In previous versions of Windows, members of the Anonymous Logon security group had access to many resources as a member of the Everyone group. Because administrators did not realize that anonymous users were members of the Everyone group, they might have inadvertently granted them access to resources only intended for authenticated users.

· After a computer running Windows 2000 is upgraded to a member of the Windows Server 2003 family, resources with permission entries for the Everyone group (and not explicitly for the Anonymous Logon group) are no longer available to anonymous users. In most cases, this is an appropriate restriction on anonymous access. You may need to permit anonymous access in order to support pre-existing applications that require it. If you must grant access to the Anonymous Logon group, you should explicitly add the Anonymous Logon group and its permissions.
Managing Access to Objects in Organizational Units

Managing access to objects in organizational units in Windows Server 2003 is almost identical to managing access to objects in Windows 2000.

Windows Server 2003 provides some enhancements and additional permissions, including the following:

· It displays where permissions have been inherited from.

· There is a new feature for determining effective permissions.

· There are additional common tasks in the Delegation of Control Wizard.

Modifying Permissions for Active Directory Objects

Active Directory object permissions provide security in Windows Server 2003 in the same way as in Windows 2000. 

New to Windows Server 2003:

· There are more permissions in the list of standard permissions on the object’s Security tab in many cases. For example, the permissions Generate Resultant Set of Policy(Logging) and Generate Resultant Set of Policy(Planning) have been added to the standard permissions list.

· For the advanced permissions for an object, there is an additional column called Inherited From that shows whether a permission is inherited or not. If it is inherited, then the column shows where the permission was inherited from. For example, suppose a security group is granted the Reset Password permission for a parent organizational unit. If you view the advanced permissions on a child organizational unit, the column shows you that the permission was inherited from the parent organizational unit.

Effective Permissions for Active Directory Objects?
The behavior of Active Directory permissions is the same in Windows Server 2003 as in Windows 2000. For example, permissions are cumulative, Deny permissions override other permissions, and permissions can be inherited or blocked.

New to Windows Server 2003: 

There is a new tab on the Advanced Security Settings dialog box called Effective Permissions. The Effective Permissions tool enables you to select a user or security group and view their effective permissions on the object.

Note

The Effective Permissions tool only produces an approximation of the permissions that a user has. The actual permissions that the user has may be different, because permissions can be granted or denied based on how a user logs on. This logon-specific information cannot be determined by the Effective Permissions tool, because the user is not logged on. Therefore, the effective permissions it displays reflect only those permissions specified by the user or group and not the permissions specified by the logon. 

For example, if a user is connected to a computer through a shared folder, then the logon for that user is marked as a network logon. Permissions can be granted or denied to the well-known security ID (SID) Network, which the connected user receives, so a user has different permissions when logged on locally than when logged on over a network.
Delegating Control of Organizational Units

New to Windows Server 2003:

The Delegation of Control Wizard behaves the same as in Windows 2000 except for the following changes:

· You can choose the following new common delegated tasks:

· Generate Resultant Set of Policy(Logging)

· Generate Resultant Set of Policy(Planning)

· Create, delete, and manage inetOrgPerson accounts

· Reset inetOrgPerson passwords and force password change at next logon

· Read all inetOrgPerson information

Managing Resources and Security

Shared folders and NTFS permissions are implemented much the same in Windows Server 2003 as in Windows 2000. However, there are some differences that effectively tighten up the default security. 
The default permissions on a shared folder are now Everyone – Read. The default root directory permissions on NTFS are no longer Everyone – Full Control. 

There is a new feature for determining the effective permissions for a file or folder.

Managing Access to Shared Folders

New to Windows Server 2003:

· The default permission for a shared folder in Windows Server 2003 is the Read permission granted to the Everyone group. This is different from the default permission in Windows 2000, which is the Full Control permission granted to the Everyone group. 

· You can publish a shared folder as a server object in Active Directory from Computer Management or from Active Directory Users and Computers. In Windows 2000, you can only publish it by using Active Directory Users and Computers. If you right-click a shared folder and click Properties in Computer Management in Windows Server 2003, there is a Publish tab from which you can publish the folder.

Managing Access to Files and Folders Using NTFS Permissions

New to Windows Server 2003:

· In Windows 2000, the default root directory permission for NTFS partitions is the Full Control permission granted to the Everyone group. In Windows Server 2003, non-administrators cannot write into the root directory nor can non-administrators modify files created by other users off of the root directory.
· When viewing Permissions for Users on the Security tab for a file or folder, there is an extra Special Permissions entry. This enables you to see at a glance if special permissions have been granted to the selected user or group. In Windows 2000, you must view the Advanced Security Settings dialog box to determine this.

· The inheritable permissions check box is now in the Advanced Security Settings dialog box. In Windows 2000, it is on Security tab.

Determining Effective Permissions

New to Windows Server 2003:

Windows Server 2003 enables you to view the effective permissions that a user or a group has on a file or folder.

It calculates the permissions that are granted to the specified user or group. The calculation combines the permissions in effect from group membership and any permissions inherited from the parent object. It includes all domain and local groups in which the user or group is a member.
To view effective permissions for files and folders:

1. In Windows Explorer, right-click the file or folder for which you want to view effective permissions, and then click Properties.
2. In the Properties dialog box, on the Security tab, click Advanced.
3. In the Advanced Security Settings dialog box, on the Effective Permissions tab, click Select. 

4. In the Select, User, Computer or Group dialog box, in the Enter the object name to select box, type the name of a user or group, and then click OK. 
The selected check boxes in the Advanced Security Settings dialog box indicate the effective permissions of the user or group for that file or folder. 
Note

The Effective Permissions tool only produces an approximation of the permissions that a user has. The actual permissions that the user has may be different, because permissions can be granted or denied based on how a user logs on. This logon-specific information cannot be determined by the Effective Permissions tool, because the user is not logged on. Therefore, the effective permissions it displays reflect only those permissions specified by the user or group and not the permissions specified by the logon. 

For example, if a user is connected to a computer through a shared folder, then the logon for that user is marked as a network logon. Permissions can be granted or denied to the well-known security ID (SID) Network, which the connected user receives, so a user has different permissions when logged on locally than when logged on over a network.
Managing Access to Shared Files Using Offline Caching 

You assign a manager by using the same method as in Windows 2000.

Using offline caching in Windows Server 2003 is similar to using offline caching in Windows 2000. However, there are some differences.

New to Windows Server 2003:

Caching options

To make shared network files and programs available offline, Offline Files stores a version of them in a cache. The computer can access this cache while disconnected from the network. You can choose from the following caching options when sharing files:

· Only the files and programs that users specify will be available offline 
This caching option provides offline access to only those files and programs that someone using your shared folder specifically identifies. This caching option is ideal for a shared network folder containing files and programs that several people will access and modify. This is the default option when you set up a shared folder to be used offline.

· All files and programs that users open from the shared folder will automatically be available offline 

This caching option makes every file and program opened from your shared folder automatically available offline. Files and programs that are not opened are not available offline. This caching option is ideal for files and programs that are read, referenced, or run, but not changed in the process.

Automatic caching for files and programs provides offline access to shared folders containing files and programs that are not to be changed. Automatic caching for programs reduces network traffic, because offline files are opened directly. The network versions are not accessed in any way, and the offline files generally start and run faster than the network versions. To provide automatic caching for files only, clear the Optimized for Performance check box.

When you use automatic caching for files and programs, be sure to restrict permissions on the files and programs contained in the shared folder to read-only access.

· Files or programs from the shared folder will not be available offline 
Slow network detection

· The Offline Files feature is configured to optimize network bandwidth usage and not overload slow links. By default, links under 64 kbps are considered to be a “slow link.” The definition of a slow link can be changed through the Configure Slow link speed Group Policy setting to suit different network configurations and deployment scenarios.
· Offline Files is implemented to optimize synchronization behavior, depending on the link speed to the server, in two ways:

· When an offline shared folder becomes available, if there are no offline changes or open files on that shared folder, the shared folder is automatically transitioned to “online” if the connection is not considered to be “slow.”

· When performing a “full” synchronization, Offline Files scans (on the network) directories that are pinned, looking for any child files and directories that are unpinned. If any are found, they are pinned. This behavior happens only if the connection is not considered to be “slow.”

Printing in Windows Server 2003

New to Windows Server 2003:

Windows Server 2003 does not provide IPP support by default. In Windows 2000, IPP support was provided by default, because IIS 5.0 was installed by default with IPP support and the Active Server Pages (ASP) in the Printers virtual directory. To enable IPP support in Windows Server 2003:

· Install IIS 6.0, either by using Manage Your Server and adding the application server role or by using Add or Remove Programs.

· Add Internet Printing from Add or Remove Programs/
Windows Components/Application Server/
Internet Information Services (IIS)/Internet Printing.

· Allow ASP to run. Using IIS Manager, click Web Service Extensions, click Active Server Pages, and then click the Allow button.

Configuring a Printing Pool

Configuring printing pools is almost identical to configuring printing pools in Windows 2000. However, in Windows Server 2003, you can configure the print server to notify users when local or remote print jobs have completed. 
New to Windows Server 2003:

To enable or disable notifications of completed print jobs:

5. Click Start, and then click Printers and Faxes. 

6. On the File menu, click Server Properties. 

7. In the Server Properties dialog box, on the Advanced tab, click the following options that you want to apply: 

· Show informational notifications for local printers. This option notifies users when a job is printed on a printer that is attached to this computer. 

· Show informational notifications for network printers. This option notifies users when a job is printed on a remote computer. 

Implementing Group Policy

Implementing Group Policy with Windows Server 2003 is very similar to implementing Group Policy with Windows 2000.

Windows Server 2003 provides some enhancements and additional features including the following:

· Administrative Templates Web View

· WMI Filters

· Resultant Set of Policy 
Implementing Group Policy Objects

In addition to the Group Policy provided by Windows 2000, Windows Server 2003 provides additional types. These new types include the following:

· Wireless Network (IEEE 802.11)

· Application Compatibility

· Prevent IIS installation

· Terminal Services

· Windows Update

· Net Logon

· Remote Assistance

· Error Reporting

· QoS Packet Scheduler

· SNMP

· Microsoft Management Console

Managing the Deployment of Group Policy
New to Windows Server 2003:

Group Policy Management Console

The Group Policy Management console is available as an add-in to Windows Server 2003.

· Group Policy Management console overview:

· The Group Policy Management console provides unified management of Group Policy for the enterprise. It consists of a set of scriptable objects for managing Group Policy, as well as an MMC snap-in that enables you to manage Group Policy across an enterprise through a single user interface (UI). Group Policy Management supports Active Directory domains in both Windows Server 2003 and Windows. Group Policy Management runs on 32-bit computers running an operating system in the Windows Server 2003 family or Windows XP Professional with Service Pack 1.

· The Group Policy Management console combines the functionality of multiple components in a single UI. The UI is structured to match the way you use and manage Group Policy. It incorporates functionality related to Group Policy from the following tools into a single MMC snap-in:

· Active Directory Users and Computers

· Active Directory Sites and Services

· Resultant Set of Policy (RSoP)

· Group Policy Management also provides the following extended capabilities that were not available in previous Group Policy tools. With Group Policy Management, you can:

· Back up and restore GPOs.

· Copy and import GPOs and WMI filters.

· Report GPO and RSoP data.

· Search for GPOs.

· Use scripts for Group Policy operations.

· The relationship of Group Policy Management to other Group Policy tools:

· Prior to Group Policy Management, you managed Group Policy by using a variety of Windows-based tools, including Active Directory Users and Computers, Active Directory Sites and Services, and RSoP. Group Policy Management consolidates management of all core Group Policy tasks into a single tool. Because of this consolidated management, Group Policy functionality is no longer required in these other tools.

· After installing Group Policy Management, you still use each of the Active Directory tools for their intended directory management purposes, such as creating user, computer, and group objects. However, you can use Group Policy Management to perform all tasks related to Group Policy. Group Policy functionality is no longer available through the Active Directory tools when Group Policy Management is installed.

· Group Policy Management does not replace Group Policy Object Editor. You still must edit GPOs by using Group Policy Object Editor. Group Policy Management integrates editing functionality by providing direct access to Group Policy Object Editor.

For more information about the Group Policy Management console, see the GPMC Help file.

Resultant Set of Policy 

Resultant Set of Policy (RSoP) is a new tool that you can use to implement and troubleshoot policy settings.

· RSoP overview:

· Resultant Set of Policy (RSoP) is an addition to Group Policy that makes implementing and troubleshooting policy settings easier. RSoP is a query engine that polls existing policy settings and planned policy settings and then reports the results of those queries. It polls existing policy settings based on site, domain, domain controller, and organizational unit. 

· When policy settings are applied on multiple levels (for example, site, domain, domain controller, and organizational unit), the results may conflict. RSoP can help you determine a set of applied policy settings and their precedence (the order in which policies are applied).

· RSoP consists of two modes: planning mode and logging mode. With planning mode, you can simulate the effect of policy settings that you want to apply to a computer and user. Logging mode reports the existing policy settings for a computer and the user that is currently logged on.

· The Resultant Set of Policy Wizard helps you create an RSoP query. You can open the wizard from MMC, Active Directory Users and Computers, or Active Directory Sites and Services. You must run the wizard at least once to create an RSoP query. When the query is complete, the wizard displays the query results in the RSoP snap-in. From here, you can save, change, and refresh your queries. You can create many RSoP queries by adding multiple RSoP snap-ins to MMC, such as one RSoP snap-in per query.

· To access RSoP data for an existing computer and user (logging mode):
a. Open MMC, and add an RSoP snap-in. 

b. In the console tree, right-click Resultant Set of Policy, and then click Generate RSoP Data. 

c. In the Resultant Set of Policy Wizard, click Next. 

d. On the Mode Selection page, click Logging mode, and then click Next. 

e. On the Computer Selection page, specify the computer on which you want to run RSoP, and then click Next. 

f. On the User Selection page, specify the user for which you want to collect RSoP data, and then click Next. 

g. On the Summary of Selections page, click Next, and then wait for RSoP to finish processing the data. 

h. On the Completing the Resultant Set of Policy Wizard page, click Finish. 

i. In the console tree, click the newly created RSoP query to view the data.

User-based Group Policy settings crossing a forest security boundary

· By default, user-based Group Policy settings and Roaming User Profiles (RUP) are no longer be processed when a user is in a different Active Directory forest than the computer that is being used to log on to the network. 

· This solution has the effect of enforcing the following:

· User-based Group Policy settings cannot cross a forest boundary. 
· RUP is disabled in a cross-forest scenario.

· Upon logon, Group Policy processing operates in loopback mode. The administrator in the local forest can manage the foreign user’s Group Policy settings by using the GPOs already scoped to the computer.

· Because of this change, the following new features were added to Windows Server 2003:

· A new Group Policy setting now exists that enables Group Policy and RUP to be processed in this situation.

· A new event log message informs the administrator that loopback processing took place with Group Policy.

· Before this change, when an application was deployed in a cross-forest scenario, a user-assigned application could affect a foreign forest. 

Example: A user in Forest A interactively logs on to Forest B. A user-assigned application from Forest A then is installed on a computer in Forest B without the permission of the admin in Forest B. 

The user in Forest A may not receive the same level of user-based policy settings from Forest A as the administrator in Forest B set for users in Forest B. A foreign user may have more access than anyone in the administrator’s own forest. A RUP load across the forest boundary, the profile could have already been compromised and effect the network in Forest B in negative ways. Or, the profile could be affected by actions in Forest B and then returned to Forest A affecting the network there.
Managing the User Environment by Using Group Policy
Windows Server 2003 provides over 200 new policy settings, including:

· Folder Redirection, which provides extra functionality for redirecting My Documents to different locations, including the user’s home directory.

· Software restriction policies. With software restriction policies, you can protect your computing environment from untrusted software by identifying and specifying what software is allowed to run.
The Group Policy Management console provides additional management features to help you determine applied policy settings, including the following:

· Group Policy Reporting

· Group Policy Modeling

· Group Policy Results

Configuring Group Policy Settings

Group Policy settings are configured in the same way as in Windows 2000.

Windows Server 2003 provides over 200 new policy settings. These policy settings enable you to customize and control the behavior of the operating system for groups of users. These new policy settings affect functionality such as Control Panel, error reporting, Terminal Server, Remote Assistance, networking and dial-up connections, Domain Name System (DNS), network logon, software restriction policies, Group Policy, and roaming profiles.
New to Windows Server 2003:

The following policy settings in Windows Server 2003 are new:

Netlogon
· This feature enables you to use Group Policy to configure the Netlogon settings on computers running an operating system in the Windows Server 2003 family. This simplifies the steps for configuring domain members when adjusting Netlogon settings. Netlogon settings include enabling and disabling dynamic registration of the specific domain controller locator DNS records by the domain controllers, periodicity of refreshing such records, enabling and disabling auto-site-coverage, and many other popular Netlogon parameters.
· An IT administrator can use this Group Policy feature to configure Netlogon parameters on domain controllers and domain members that are not domain controllers.
· How to implement: Active Directory Snap-in – Group Policy (on the properties of any domain, organizational unit or site object)
Support URL for Software Deployment
· This feature enables you to edit and add a support Uniform Resource Locator (URL) for the package. When the application appears in Add or Remove Programs on target computers, the user can select the Support Information URL. The user is then directed to a support Web page. This feature may reduce calls to help desk or the support team.
· For example, suppose an IT administrator is deploying a new application. After piloting the new application, the top 10 frequently asked questions for the application are identified and are posted on a Web page. This Web page is specified as the support URL for this application.

· How to implement: From the Group Policy Snap-in - Software Settings to set the URL and Add/Remove Programs – Support URL
View the URL: Add/Remove Programs - select the application - Support URL
Software Restriction Policies
· Software restriction policies address the need to regulate unknown or untrusted software. With the rise in the use of networks, the Internet, and e-mail for business computing, users are exposed to new software in a variety of ways. Users must constantly make decisions about running unknown software. Viruses and Trojan horses often intentionally misrepresent themselves to trick users into running them. It is difficult for users to make safe choices about what software they should run.

· With software restriction policies, you can protect your computing environment from untrusted software by identifying and specifying what software can run. You can define a default security level of Unrestricted or Disallowed for a GPO so that software is either allowed or not allowed to run by default. You can make exceptions to this default security level by creating software restriction policy rules for specific software. For example, if the default security level is set to Disallowed, you can create rules that allow specific software to run. The types of rules are as follows:

· Hash rules 

· Certificate rules 

· Path rules (including registry path rules) 

· Internet zone rules 

· Software restriction policies consist of the default security level and all the rules that apply to a GPO. You can apply software restriction policies across a domain, to local computers, or to individual users. Software restriction policies provide several ways to identify software and a policy-based infrastructure to enforce decisions about whether the identified software can run. With software restriction policies, when users execute software programs, they must adhere to the guidelines that are set up by administrators.
· With software restriction policies, you can: 

· Control whether software can run on your system. For example, if you are concerned about users receiving viruses through e-mail, you can apply a policy setting that does not allow certain file types to run in the e-mail attachment directory of your e-mail program. 

· Permit users to run only specific files on multiuser computers. For example, if you have multiple users on your computers, you can set up software restriction policies so that users do not have access to any software except the specific files that are necessary for their work. 

· Decide who can add trusted publishers to your computer. 

· Control whether software restriction policies affect all users or just certain users on a computer. 

· Prevent any files from running on your local computer, organizational unit, site, or domain. For example, if your system has a known virus, you can use software restriction policies to stop a computer from opening the file that contains the virus.

Terminal Services
· Terminal Services now provides Group Policy settings for most configurations.
· An IT administrator can use Group Policy to manage how a terminal server can be used, for example, by enforcing redirection capabilities, password access, and wallpaper settings.
Restore Defaults
· This feature provides a command-line tool that can be used to repair default GPOs. A domain administrator can use this tool to restore the default GPOs to they state they were in before the administrator made changes to them. 
· For example, suppose an IT administrator discovers a problem with GPOs. The administrator can use this command-line tool to restore the default GPOs.
· To implement this, use the command-line utility DCGPOFIX.exe.

Support to Control Event Log Information
· An IT administrator can use Group Policy to enable and disable detection of unexpected shutdowns.
· The Enable Persistent System Timestamp option configures the heartbeat that allows the system to detect the time of unexpected shutdowns by writing the current time to disk on a regular schedule.
· The policy setting is enabled by default, but you can disable it by using Group Policy.
Support for Wireless Configuration
· Both IEEE 802.11 and IEEE 802.1x Wireless Configuration require managed policy support to configure parameters. This feature enables you to manage wireless configuration settings by using Group Policy. This is integral to the operating system.

· An IT administrator can use this feature for deployment and administration of computers running the operating system with wireless configuration.
Support for 64-bit Software Deployment
· This feature provides support for deploying 64-bit software by using Group Policy. New options in the Group Policy Software Installation extension help you determine if 32-bit applications should be deployed to 64-bit clients. With Group Policy Software Installation, you can manage existing Windows 2000 deployments with the same level of functionality provided by Windows XP or the Windows Server 2003 family.
· For example, suppose an IT administrator is planning to deploy a Windows Installer package to a group of users. The Windows Installer package is for 32-bit operating systems and applications, but some of the users have 64-bit computers and operating systems. The IT administrator knows the 32-bit package works correctly on 64-bit computers and operating systems and uses the new Make 32-bit x86 Windows Installer Application Available to IA64 machines option in ADE. The package is deployed to all users.
· To implement this, in Group Policy Object Editor, navigate to 
User or Computer Configuration\Software Setting\New Package\
Deployment\Advanced.
Full Install of User Assigned Applications at Logon
· Group Policy Software Installation contains a new option that enables a user-assigned application to be installed completely at logon, instead of on demand.
· For example, suppose an IT administrator is planning to deploy an application to a group of mobile computer users and wants to ensure that all possible features are present on all of the users’ computers. The users log on while connected at the home office, and the application is immediately installed completely at logon and the user is not prompted for any install on demand features.
· How to implement: Group Policy Snap-in - Software Installation - Deployment Properties
Configuring Folder Redirection

Folder Redirection in Windows Server 2003 is the same as in Windows 2000, with one addition.

New to Windows Server 2003:

There are now four choices for Target Location Path. When you configure Folder Redirection for the My Documents folder, Windows 2000 only allowed you to specify the path to a target location. Windows Server 2003 gives you the following four choices:

· Redirect to the user’s home directory

· Create a folder for each user under the root path

· Redirect to the following location

· Redirect to the local userprofile location
Each of these options is explained in detail below.

To redirect My Documents to the home directory:

8. In the My Document Properties dialog box, on the Target tab, in the Setting box, click Basic - Redirect everyone’s folder to the same location. 

9. Under Target folder location, click Redirect to the user’s home directory, and then click OK. 

This option is intended only for organizations that have already deployed home directories and that want to maintain compatibility with their existing home directory environment. 

If you redirect My Documents to the home directory, domain administrators have full control over the user’s My Documents folder. This is the case even if you select the Grant the user exclusive rights to My Documents check box on the Settings tab in the My Documents Properties dialog box. 

Redirection to the home directory requires a client computer running Windows XP Professional, Windows XP 64-Bit Edition, or an operating system in the Windows Server 2003 family. It does not work for clients running Windows NT, Windows 2000, or Windows XP Home Edition. 

With redirection to the home directory, security is not checked, and permissions are not changed. Folder Redirection assumes that the administrator has set directory security correctly. Relaxed security is why redirection to the home directory is only recommended if it is needed for backward compatibility. 

Because redirection to the home directory is intended for use in a legacy environment, there are no ownership checks. Normally, Folder Redirection fails if a user is not the owner of the folder to which he or she is being redirected. 

Users must have the Home directory property set correctly on their user object in Active Directory. The client computer finds the path for the user’s home directory from the user object in Active Directory when the user logs on. Users who are affected by Folder Redirection must have this path set correctly, or Folder Redirection fails.

To redirect special folders to the root directory:

10. In the Properties dialog box for the special folder, on the Target tab, in the Setting box, click Basic - Redirect everyone’s folder to the same location. 

11. Under Target folder location, click Create a folder for each user under the root path. 

12. In the Root Path box, type a Universal Naming Convention (UNC) path (for example, \\ServerName\ShareName), and then click OK. 

13. In the Properties dialog box for the special folder, click OK. 

The user name and folder name are appended to the UNC path automatically. 

To redirect special folders to a specific path:
14. In the Properties dialog box for the special folder, on the Target tab, in the Setting box, click Basic - Redirect everyone’s folder to the same location. 

15. Under Target folder location, click Redirect to the following location. 

16. In the Root Path box, type a UNC path (for example, \\ServerName\ShareName), or type a locally valid path (for example, C:\FolderName). 

In most cases, you want to redirect special folders to the root directory instead of a specific location, as described in the following procedure. 

To redirect special folders to the local profile location:
17. In the Properties dialog box for the special folder, on the Target tab, in the Setting box, click Basic - Redirect everyone’s folder to the same location. 

18. Under Target folder location, click Redirect to the local user profile location, and then click OK. 

This procedure is useful for returning redirected folders to their original, default location. 

If you change the setting to No administrative policy specified on the Target tab of the Properties dialog box for a special folder, you do not cause the special folder to be redirected back to its default location.

Determining Applied GPOs
New to Windows Server 2003:

Windows Server 2003 has the following new command-line tools: 

· Gpudate. The new gpudate command replaces the Windows 2000 command secedit /refreshpolicy. 

· Gpresult. The Windows 2000 Resource Kit command gpresult has been enhanced. It is now included with Windows Server 2003.

Group Policy Reporting

New to Windows Server 2003:

You can easily view only the GPO settings that have been configured by using the Group Policy Management console. In the console tree, click the Group Policy object whose settings you wish to view. In the details pane, click the Settings tab, and then click show all.
The calculated settings are rendered in HTML and displayed in an embedded browser window on the Settings tab in the details pane for the GPO. Inline Microsoft Visual Basic® Scripting Edition (VBScript) applets enable you to expand or contract the settings under each node by clicking hide all or show all so that you can see all the settings or only a few.
Group Policy Modeling

New to Windows Server 2003:

You can use the built-in Group Policy Modeling Wizard to calculate the cumulative effect of several GPOs.

The calculated settings are rendered in HTML and displayed in an embedded browser window on the Settings tab in the details pane for the GPO. Inline VBScript applets enable you to expand or contract the settings under each node by clicking hide all or show all so that you can see all the settings or only a few.

You run the wizard by right-clicking Group Policy Modeling or an Active Directory container and then clicking Group Policy Modeling Wizard. If you run it from an Active Directory container, then the wizard fills in the container fields for user and computer with the Lightweight Directory Access Protocol (LDAP) distinguished name of that container.

After you answer all the questions in the wizard, your answers are saved as a query represented by a new node under the Group Policy Modeling node and displayed as if they were from just one GPO. The display does, however, show which GPO is responsible for each setting, under the heading Winning GPO.

You can save the results of the modeling by right-clicking the query and then clicking Save Report.
To create a Group Policy Modeling query, you must have the Perform Group Policy Modeling analyses permission on the domain or organizational unit that contains the objects on which you want to run the query. 

If you create a Group Policy Modeling query in the Group Policy Management snap-in (saved as an .msc file), Group Policy Management automatically refreshes the query when you reopen the .msc file and click the query. 
Group Policy Modeling is only available if at least one domain controller in the forest is running Windows Server 2003. 

In earlier versions of Group Policy, Group Policy Modeling was referred to as RSoP planning mode.
Group Policy Results

You can use the Group Policy Results Wizard to see what Group Policy settings are actually in effect for a user or computer.

The settings are rendered in HTML and displayed in an embedded browser window on the Settings tab in the details pane for the GPO. Inline VBScript applets enable you to expand or contract the settings under each node by clicking hide all or show all so that you can see all the settings or only a few.

You run the Group Policy Results Wizard by right-clicking Group Policy results and then clicking Group Policy Results Wizard.

After you answer all the questions in the wizard, your answers are saved as a query represented by a new node under the Group Policy Results node and displayed as if they were from just one GPO. The display does, however, show which GPO is responsible for each setting, under the heading Winning GPO.

You can save the results of the modeling by right-clicking the query and then clicking Save Report.

Implementing Administrative Templates and Audit Policy

Windows Server 2003 provides some additional user rights for restricting users and groups and the tasks they can perform. Security templates behave the same as in Windows 2000. There is one new template, the System Root Security template.

Auditing and managing security logs in Windows Server 2003 is similar to auditing and managing security logs in Windows 2000.

Administrative Templates and Audit Policy in Windows Server 2003

User rights are assigned to users or groups manually or through Group Policy in the same way as in Windows 2000.

New to Windows Server 2003:

The following user rights are new or have new names in Windows Server 2003:

· Adjust memory quotas for a process (SeIncreaseQuotaPrivilege) was previously called Increase quotas.

· Allow log on locally (SeInteractiveLogonRight) was previously called Log on locally. 

· Allow log on through Terminal Services is new. This user right determines which users or groups can log on as a Terminal Services client.

Default assignments:

· On workstation and servers: Administrators, Remote Desktop Users 

· On domain controllers: Administrators 
· Deny log on through Terminal Services is new. This user right determines which users and groups are prohibited from logging on as a Terminal Services client.

Default assignments: None

· Impersonate a client after authentication is new. This user right determines which accounts can impersonate other accounts. 

Default assignments: Administrators and Service

· Perform volume maintenance tasks. This user right determines which users and groups can run volume maintenance tasks, such as Disk Cleanup and Disk Defragmenter.

Default assignments: Administrators
Using Security Templates to Secure Computers

New to Windows Server 2003:

The System Root Security template (Rootsec.inf) is new in Windows Server 2003.

By default, the Rootsec.inf template specifies the new permissions, for the root of the system drive. You can use this template to reapply the default root directory permissions if they are inadvertently changed. In addition, you can use the template to apply the same root permissions to other volumes. 

Note

This template does not overwrite explicit access control entries (ACEs) defined on child objects. It propagates only the permissions that are inherited by child objects.

Configuring Auditing

Windows Server 2003 provides the same types of events to audit as Windows 2000.

The Setup security.inf template includes default settings that enable auditing of successful account logon events and successful logon events. No other events are audited by default. 
New to Windows Server 2003:

Operation-based auditing is a new feature in the Windows Server 2003 family. In earlier versions of Windows, information that was gained from auditing object access was not very detailed. While you could determine that a user attempted to access an object, you could not be sure that the object was accessed in every way that was documented in the audit event. 

With operation-based auditing, you can audit operations on files and folders. This means that you can audit certain operations, such as writing to and accessing objects. Operation-based auditing is enabled when object access auditing is enabled on a file or folder. Object access events are recorded along with operations, such as Write, in the security log.

Operation-based audits are categorized as object audits, and they are logged as Event ID 567 in the security log. They are generated the first time an operation is performed. You can set up only files and folders to generate operation-based audits. 
Configuring Remote Desktop to Administer a Server

Remote Desktop is a new pre-installed service on Windows Server 2003.

What Is Remote Desktop for Administration?

Remote Desktop for Administration allows computers to be managed remotely.

Remote Desktop Protocol (RDP) permits the actions performed at the local computer (keyboard and mouse input) to take place on a remote server. You can be connected to two servers simultaneously. RDP allows you to have the remote server screens displayed on your local computer so you can start and stop services, run programs, and change configuration options across the network. This service was not pre-installed on servers running Windows Server 2003.
Remote Desktop Connection and Remote Desktops are preinstalled in Windows Server 2003 but not in Windows 2000 Server.
Remote Desktop Service is a pre-installed service in Windows Server 2003 that supports Remote Desktop Administration. Remote Desktop Service is available for Windows 2000 as an add-on service from the Microsoft download site.

Why Use Remote Desktop for Administration?

Remote Desktop for Administration allows an administrator to take over the console of a server that is in a remote location.

Local administrators who are currently logged in to the remote server console are disconnected when the Remote Desktop for Administration session is started. Because most servers running Windows 2000 Server do not have this service installed, this is a new condition that must be anticipated by network administrators.

Remote Desktop Connection allows Windows Server 2003 to be managed from earlier versions of Windows. This is a new capability not found by default in Windows 2000 Server.

Remote Desktop sessions allow local configuration settings, such as those found in Control Panel, to be changed remotely. This feature is not available in Windows 2000 Server.
Remote Desktop for Administration can be used for diagnosing and testing problems, installing software upgrades, and running batch jobs, all from the system console of the server you want to administer. Although the system is being accessed remotely, all actions appear as though they are running on a local computer, because the graphical environment is sent across the network to your administrative computer.  

What Are the Requirements for Remote Desktop Service?

Remote administration must be enabled on the remote server. This feature  is available in Windows 2000 Server under Terminal Services.

A local administrator who is currently logged on to the remote server console must enable the Remote Desktop Service. This is a new requirement for Windows Server 2003.
How to Enable Remote Desktop

To perform remote tasks, such as installing software or adding service packs on a remote server, remote server connections must be permitted. This is a new default feature of Windows Server 2003.

This procedure must be performed on all computers that will be administered by Remote Desktop.

How to Connect to a Remote Server

Remote Desktop Connection is a new feature in Windows Server 2003 that is installed by default.

In Windows Server 2003, the Accessories program group has a new menu item under the Communications folder named Remote Desktop Connection.

In Windows Server 2003, there is a new tool in the Administrative Tools program group called Remote Desktops. This tool is used to initiate a connection to the remote server console.

Using Device Driver Roll Back

Device Driver Roll Back is a new feature in Windows Server 2003 that is also available in Windows XP.
Device Driver Roll Back

Device Driver Roll Back is a new feature in Windows Server 2003 that enables a computer to use a previous version of a device driver. This function can be implemented in safe mode if the installation of a new driver prevents the computer from starting in normal mode. Typically, you run the roll back feature in normal mode immediately after you install a new driver that causes a conflict on the computer. For devices that contain multiple functions that require multiple drivers, you must roll back each device driver separately.

How to Restore and Update Device Drivers

Windows Server 2003 introduces a new feature in the Device Manager utility tool. The Driver tab for devices installed in Windows Server 2003 contains a new option named Roll Back Driver. The Roll Back Driver option is typically used just after the Update driver option has been executed. The roll back feature works only if the driver for a specific device has been updated.

Managing Disaster Recovery

Automated System Recovery

The Automated System Recovery job that is run from the Backup utility in Windows Server 2003 replaces the Emergency Repair Disk option found in the Backup utility in Windows 2000 Server. ASR creates one or more floppy disks that save the system configuration. In the event of a system failure, the ASR disks can be used in conjunction with a data backup to restore the Windows Server 2003 system.  This is a new feature of Windows Server 2003.

Backing Up Data

The basic functionality of the Backup utility is the same for Windows 2000 Server and Windows Server 2003, but Windows Server 2003 contains two enhancements:

· Automated System Recovery—Creates copy of system configuration on a floppy disk for use during a system recovery.
· Volume Shadow Copy—Allows open file to be backed up.
Configuring Shadow Copies

This is a new feature in Windows Server 2003.

What Are Shadow Copies?

Taking a shadow copy of a data storage volume is similar to making a copy of your will and storing in a different location than the original. If the original data is somehow corrupted or accidentally deleted or overwritten, the shadow copy can be copied to the data storage location to replace the damaged or missing file. This is a new function in Windows Server 2003; it is not available in Windows 2000 Server.
How to Configure Shadow Copies on the Server

The Shadow Copies feature is disabled by default and can be enabled using the Shared Folders tool in Computer Management Volumes are selected individually for shadow copy capability. This is a new feature of Windows Server 2003. 
Previous Versions Client Software for Shadow Copies 

Client software for shadow copies

Client software that enables users to access shadow copies is installed in the \\%systemroot\system32\clients\twclient\x86 folder. The software can also be deployed to clients by using Group Policy. 
How to View Previous Versions of Client Software

Run the Twcli32.msi file to install the client software on each computer. Use the Previous Versions tab of any file or folder to see if a previous version exists. 
Shadow Copy Scheduling

Shadow copies must be scheduled so they provide the greatest benefit to the user community. In a world-wide organization, additional shadow copies may be needed to meet the needs of users in disparate time zones. Up to 64 shadow copies can be stored per volume before they begin to be deleted. 

How to Schedule Shadow Copies

Shadow Copies are scheduled using the Shared Folders tool of Computer Management. 

Restoring Shadow Copies

Restoring a shadow copy is the same as overwriting your current file with an earlier version of the file. Restoring a shadow copy may be useful, for example, when a portion of a document is accidentally deleted. 

How to Restore a Previous Version

When the Shadow Copies capability is configured, Previous Versions becomes a new property of a file or folder. To restore a previous version of a file, click the Previous Versions tab, and then press the Restore button. 
Maintaining Software by Using Update Services

Software Update Services is a new service introduced by Microsoft that helps users keep their computers running Windows Server 2003 and Windows XP automatically updated with the latest operating system updates. Often these updates resolve security vulnerabilities that have been discovered in a software product or service. 
Although it is a new service, the client portion of Software Update Services is available for computers running Windows 2000 Server and Professional in the following ways:

· It is automatically available after Service Pack 3 is applied.

· Can be installed on a computer running Windows 2000 Service Pack 2, as a downloadable module from the Microsoft Windows Update Web site. You can use a computer running Windows 2000 Server with Service Pack 2 or later to run Software Update Services in the same way you use a computer running Windows Server 2003 to run Software Update Services.

What Is Windows Update?

Windows Update is a new Web service that scans a computer and reports any updates that are relevant to the current set of installed hardware and software. The results of the scan allow the user to select the updates, including new drivers, to be installed on the computer. The primary emphasis of this process is to reduce the amount of time administrators spending updating computers. It is also used to push critical updates from Microsoft, especially updates relating to security. The Automatic Updates service that is needed to access this site is installed by default in Windows Server 2003.  
What Is Software Update Services?

Software Update Services consists of two modules: a client-side application and a component that is installed on the server. The server component pulls the updates from the Windows Update Web site and then pushes the content to client computers on the network. This is a new feature available for Windows Server 2003.
Software Update Services Process

A server running Windows Server 2000 can be configured to run Software Update Services and to be contacted by client computers running Windows 2000 or Windows XP with Automatic Updates configured. This is a new feature available for Windows Server 2003.
A server running Software Update Services contacts the Windows Update Web site on a regular schedule and downloads new updates. The updates are then distributed throughout the network be using group policies or by client request. 
Windows Server 2003 can be a client and a server for the Windows Update function. The client-side process is to contact the server running Software Update Services to discover available updates. This process can maintain the appropriate security patches and also maintain the updates of drivers and software.
Installing and Configuring Software Update Services

Software Update Services Server Distribution Points

Windows Server 2003 can act as a distribution point to distribute content to Automatic Updates clients.
When the server–side software is installed on Windows Server 2003, it automatically becomes a distribution point. This is a new feature available for Windows Server 2003. 

Manual distribution points allow content to be downloaded for testing or other purposes rather than automatically distributing content to clients. This is a new feature available in Windows Server 2003.
Server Requirements for Software Update Services

Windows Server 2003 must meet certain hardware requirements before Software Update Services can be installed on the server. The Setup program checks for these requirements as part of the installation process. 
Required hardware for Software Update Services:

· Pentium 700 level processor

· 512 MB RAM

· 6 GB of available disk space
Software requirements for Software Update Services:

· Windows Server 2003 or Windows 2000 Server with SP2 or later

· Internet Information Services 5.0 or later

· Microsoft Internet Explorer 5.0 or later

· NTFS partition for Software Update Services software and the system partition
How to Install and Configure Software Update Services

Software Update Services software is available from the Windows Update Web site at http://www.microsoft.com/windows2000/windowsupdate/sus/default.asp. After downloading, run SUSSetup.msi.
Only the client portion of SUS is installed in Windows Server 2003 by default. The server portion must be manually installed by downloading the service from the Windows Update Web site.

Automatic Updates

Automatic Updates is the client-side software that enables a computer to request updates either directly from a Web server at Microsoft or from an internal distribution server inside your corporate intranet. This is a default feature included in Windows Server 2003.

After the updates are downloaded, an icon appears to notify the user of available updates. Updates can be installed automatically or declined. Declined updates can be downloaded at a later time and applied to the computer.

Automatic Updates is available by default on the following operating systems:

· Windows Server 2003

· Windows XP SP1

· Windows 2000 SP3

Automatic Updates can be deployed on the following operating systems by downloading the software from the Windows Update Web site:

· Windows 2000 SP2

Comparison of Windows Update and Automatic Updates

Windows Update is a Web site that can be used to download updated content. Automatic Updates is a client program that allows updates to be downloaded automatically to a computer. Automatic Updates is installed by default in Windows Server 2003.

Automatic Updates Configuration

Automatic Updates can be configured differently on groups of computers by using Group Policy or by individually manipulating the configuration options at each computer.

Automatic Updates can be configured differently on groups of computers using the following group policy setting: Computer Configuration\Administrative Templates\Windows Components\. This setting is available by default in Windows Server 2003.  It is not available by default in Windows 2000 Server.
Managing a Software Update Services Infrastructure

Software Update Services Administration Web Site

Installation of Software Update Services creates a new administrative interface. This is a new feature available for Windows server 2003.

The server running Software Update Services has administrative Web pages that allow the administrator to review, approve, and synchronize Microsoft updates across an intranet. 
How Synchronization Works

Updates are pulled from the Windows Update Web site and are stored on a server running Software Update Services by using a process called synchronization. Synchronization can also occur between two internal servers running Software Update Services. 
Synchronizing Software Update Services Content

The synchronization server must be specified in order to download content. Synchronization can occur directly by using the Windows Update Web site or with an internal server that has already downloaded the content from the Windows Update Web site. 

Software Update Services Logs

Software Update Services maintains a log file that records the synchronization and approval of updates. The administrator uses this log to track updates. The log is stored as an .xml file.
What Is a Synchronization Log?

The synchronization log maintains a history file of the last synchronization and update packages that were downloaded at that time. 
What Is an Approval Log?

An approval log is maintained on the server running Software Update Services to track which updates were approved and the approval source—administrator or the synchronization service. 
How to Review and Approve Software Updates Services Logs

The Software Update Services log files can be viewed in the Software Update Services Administration Web site.
What to Back Up and Restore for Software Update Services

If a server running Software Update Services becomes corrupted and Software Update Services needs to be restored, the Web site directory of the administration site, the Software Update Services content, and the IIS metabase must be backed up in order to restore these services.

How to Back Up and Restore Software Update Services

All components of Software Update Services can be backed up and restored by using the ntbackup command.

Resolving Host Names by Using Domain Name System (DNS)

The process of resolving names by using DNS is functionally the same in both Windows 2000 Server and Windows Server 2003. However, in Windows Server 2003, DNS has two new features: 

· Conditional forwarding

· Stub zones
Conditional Forwarding

The function of forwarders is basically the same in Windows 2000 Server and Windows Server 2003. In both operating systems, a forwarder is a DNS server that handles name resolution queries that the queried DNS server cannot resolve. In Windows Server 2003, a new type of forwarding is introduced, called conditional forwarding. 

Conditional forwarding provides an additional mechanism for resolving DNS name resolution queries. Conditional forwarding allows an administrator to configure a primary DNS server with more than one DNS forwarder address, where the addresses are based on DNS domain names. As a result, queries can go directly to the appropriate DNS server, rather than being directed from one server to another, before reaching the authoritative server for that DNS name. This feature is typically used in an Active Directory® directory service forest that has disjointed names or multiple trees within the forest. A separate DNS server is specified for each DNS domain, which normally equates to each of the trees in the forest. 

Stub Zones

Windows Server 2003 contains a new zone type called a stub zone. A stub zone contains a subset of zone data consisting of a SOA, NS, and glue A resource records. The stub zone identifies a DNS server that is authoritative for a specific zone and is typically used in Active Directory forests with disjointed name spaces. For example, if your Active Directory forest contained two trees—nwtraders.msft and contoso.com―stub zones could be used to specify the DNS servers that are authoritative for these zones. A stub zone is essentially a pointer that is used to improve the efficiency of DNS name query resolution in a large Active Directory network.

Stub zones are sometimes used when companies consolidate and two distinct corporate identities are in use, each with their own separate domain name space. 

How to Change a DNS Zone Type

In the DNS console, the General tab of the Forward Lookup Zone Properties dialog box has been changed in Windows Server 2003. The changes accommodate the stub zone type and allow replication of DNS zone information to be exchanged with specific DNS servers in the Active Directory forest. The Zone Change tab has been updated to reflect these new features as well. 










